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SUBJECT: BODY WORN VIDEO CAMERA'S (BWC) 

Effective date: December 2017 

Introduction 

Gatwick IRCS is committed to safeguarding staff, detainees and visitors in our care. The 
expanded roll out of the use of Body Worn Video Cameras at Gatwick serves to support our 
commitments as well as further support the violence reduction strategy. The use of these 
cameras is designed to promote positive behaviours between detainees and staff that 
support transparency, trust and confidence. 

I. PURPOSE 

To provide governance and guidance arrangements that are compliant with all aspects of the 
legislative framework relevant to the rollout and use of Body Worn Video Cameras to be 
issued to a number of detainee facing staff (including some 3rd party providers) at Brook and 
Tinsley House as well as the PDA. 

II. POLICY 

The use of the Body Worn Cameras (BWC) is primarily intended to be used as an overt 
safeguarding and violence reduction de-escalation tool in the workplace. Where possible, 
the BWVC will capture and accurately record events encountered from start to finish during 
the performance of staff's normal duties involving detainee/staff interactions and incidents. 
This will include all instances when the user believes an interaction presents or is likely to 
present a risk to the safety of the user or other person's involved. Examples of such 
instances may include; responding to alarm bells, planned C&R removals (hand held video 
must also be deployed), use of force incidents, incidents at height, issuing of warnings, 
exercise periods, supervision of association periods, supervision of servery's, supervision of 
medication consumption and any other supervision/incident management duties as 
approved by the Director/Duty Director. 
A separate consideration/provision of BWC's will be provided for the use of Escorts, Bed 
Watches and FM staff but will fall under the same Policy governance arrangements. 

III. PROCEDURES 

A. Administration 

The issued BWC are made available to all designated operational front line staff e.g. 
Residential Units, Dep Rep, Visits, Activities, Healthcare, Education and searching Security 
Officers. BWC will be worn at all times while on duty by identified staff unless an exception is 
granted by the Head of Security or Director / Deputy Director. 
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Staff issued BWC recording devices will only use the equipment as specified in this policy 
and in line with BWC DSO (currently in draft form). 

All equipment and recordings, both audio and visual, are considered to be the property of 
G4S Gatwick IRCs. Destruction, duplication or tampering with equipment or recordings is 
strictly prohibited and may result in disciplinary action, up to and including termination of 

n employment or exclusion from the Centre if involving 3rd party providers. 

B. How and when to use 

Staff should activate the BWC to record all contacts with detainees (or visitors) in the 
performance of official duties when dealing with incidents of violence or confrontation, 
responding to alarm bells, uncooperative or aggressive behaviour, all use of force or other 
incident management duties. If a staff member fails to activate the BWC, fails to record the 
entire contact, or interrupts the recording, they will document why a recording was not made, 
was interrupted, or was terminated. Staff should make every effort to record a statement of 
"why" the recording is stopped or interrupted, immediately prior to or immediately afterwards. 

• Upon activation, the member of staff recording the incident should state out loud the 
reason for turning on the BWC. This ensures that that there is a formal record of the 
decision to use the BWC and also notifies detainees and staff in the area that they 
are being recorded by both video and audio surveillance. 

• If a detainee or visitor asks a staff member whether an event is being recorded, the 
staff member is to answer truthfully. 

• In principal the BWCs should be activated upon —
When spontaneous Use of Force is required against a detainee(s) 
If the wearer believes the interactions presents, or is likely to present, a risk to the 
safety of the wearer, other members of staff, a detainee or any other persons 
present. 
If the wearer considers the use of BWC to be a necessary and proportionate means 
of recording any other interaction or event. 
Consideration to be given to activating the BWC at the detainee's request. 

• It is not the policy of Gatwick IRCS to require its staff to cease recording solely at the 
request of an individual. In locations where individuals have a reasonable expectation 
of privacy, such as —
Toilets 
Bedrooms 
Showers 
Prayer rooms 
Healthcare consultations 
Designated search areas / during a search 
General interactions with any person 
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Interactions between two other parties. (Film covertly) 

Recordings should generally not occur, outside extenuating circumstances. 

C. Procedure for use / training 

• Designated staff members who are assigned BWCs must complete BWC awareness 
training to ensure proper use and operations. Additional training may be required at 
periodic intervals to ensure the continued effective use and operation of the 
equipment, proper calibration and performance, and to incorporate changes, 
updates, or other revisions to policy and equipment. 

• Each staff member will be responsible for the care and security of the assigned BWC 
equipment, to ensure proper operations and functionality. Equipment malfunctions 
shall be brought to the attention of the Security Team as soon as possible so that a 
replacement unit may be procured. 

• Staff will inspect and test the BWC prior to each shift in order to verify proper 
functioning and shall notify their designated DCM of any problems. This information 
should be noted on daily matrix report completed by DCMs 

• Staff are not able to edit, alter, erase, duplicate, copy, share, or otherwise distribute 
in any manner BWC recordings due to the network configuration of the units and the 
tamper free design. The Head of Security or her designee will authorise any release 
of footage, in writing. 

• The Head of Security reserves the right to limit or restrict a staff member from 
viewing the video files related to serious use of force or suspected wrongdoing. 

• Requests for deletion of portions of the recordings (e.g., in the event of a personal 
recording) must be submitted in writing and approved by the Head of Security or her 
designee in accordance with record retention legislation. All requests and final 
decisions will be kept on file. 

• Staff using BWC to record an incident must also complete Incident Report (IR) to 
document the detail of the incident being recorded. A note in the narrative section of 
the availability of BWC recordings must be documented on IR. 

• When planned intervention is authorised, the use of BWC is secondary and the 
primary recording of such incidents should be made using a handheld video recorder. 
Recorded briefings must never be a replacement for written statements or incident 
reports. 

• The use of the BWC is to act as a form of de-escalation and the detainee should be 
advised that he / she is being filmed with the hope and expectation that this may 
calm confrontational situations down. 
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• The BWC policy and procedures will be included in the initial training courses (ITC) 
for all staff and will be refreshed on an annual basis or on adhoc occasions if deemed 
necessary. 

D. Restrictions 

BWCs will only be used only in conjunction with official duties. The BWC will not 
generally be used to record: 

• Outside the agreed operating standards outlined in this policy document, as the use 
and deployment of BWC's must remain defensible under RIPA legislation. 

• Communications with other personnel without the permission of the Head of Security 
or her designee 

• General interactions / conversations with other persons 

• When on break or otherwise engaged in personal activities. 

• In any location where individuals have a reasonable expectation of privacy, such as a 
staff rest rooms, toilets or locker room. 

E. Storage 

1. There are charging stations placed near both Traka systems at Brook and Tinsley 
House. The docking stations are all networked to a singleton point / computer with 
restricted access. The networked system in operation enables secure and robust 
governance of any product recorded on the BWC which automatically downloads footage 
when the unit is placed back onto the charging / docking unit. 

2. All staff are allocated a Device Operator reference on the reverse of their Identity Card 
which is used to draw a BWC from the charging station. The individual's identity number 
is the same as their Kronus / employee number. This enables clear identification of the 
staff member and will automatically upload any footage when placed back onto the 
charging unit with the staff member's unique details. An incident report should be 
submitted by the staff member when any footage is captured of an incident or poor 
behaviour. 

3. During handover with the Duty Director, the Oscar One will discuss any BWC evidence, 
along with appropriate documentation, which will then be recorded and reported on the 
Duty Director/Oscar One matrix. 

4. All BWC footage is automatically uploaded to a bespoke secure IT drive on the internal 
computer system with restricted access and retention periods (Refer to Release / 
Retention section) 
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5. The designated Device Owners / Evidence Handlers and/or Security Managers will 
manage and view any relevant material. 

6. If the Centres are required to retain BWC footage for the purpose of prevention, 
detection or the prosecution of a crime for a period longer than this then the decision to 
retain should be reviewed and recorded by the Evidence Handlers. 

7. BWC footage that are directly related to an event resulting in the issuance of an incident 
number will be stored on a separate folder within the secure drive and maintained for the 
appropriate retention period as outlined above. These type of files may include but not 
be limited to use of force, or exceptional situations. 

8. All images and sounds recorded by the BWC are the exclusive property of G4S Gatwick 
IRCs. Copying, or releasing files are strictly controlled and will only be authorised by the 
Director or his designee. 

9. All access to BWC files is specifically authorised by the Head of Security or her designee 
and all access is to be audited to ensure that only authorised users are accessing the 
data for legitimate and authorised purposes. 

10. An audit trail to support the process under which material is downloaded, retained, used 
and destroyed will managed by the Head of Security and the Security Team who will 
keep accurate DPA destruction records. 

11. All material will be stored securely on the G4S IT Secure Network with restricted access 
and editorial rights to nominated personnel which include Device Administrators, 
Evidence Handlers, Head of Security, the Security Team and Director / Deputy Director. 
Access to this material will be password protected. 

12. All staff using BWC will be trained in its use and made aware of the data protection 
principles carrying the cameras. 

13. Detainees and Visitors are advised during induction and use of signage that BWC 
operate in the Centres and they may be subject to recording. 

14. Files will be securely stored in accordance with data protection legislation and retention 
laws and no longer than useful for purposes of training or for use in an investigation or 
prosecution. 

15. Data will be stored using a reference number and will not include the details of 
individuals on the footage within the file name. The names of the subjects on the footage 

will be held separately and will include the reference number of the footage. 

16. All non-evidential surveillance camera footage must be retained for a minimum of 120 
days (ie general CCTV footage) This retention period is important because there may be 
occasions that a detainee, staff member or visitor makes a complaint about an incident 
and retaining the footage for this length of time (the period in which a complaint can be 
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made as set out in DSO 03/2015 'handling of complaints') will ensure that it is available 
to view in these circumstances. If a complaint is made, any relevant footage previously 
classed as non-evidential must be retained in line with evidential footage retention 
periods. 

17. All BWC evidential footage (use of force, assault or any other serious incident) must be 
retained for 6 years to ensure it is available in case of litigation. If footage has been 
identified as 'evidential footage' it must be noted as such, recorded and stored in a 
locked cupboard with access restricted in accordance with Section 15. 

F. Management Responsibilities 

1. The Head of Security will ensure that staff equipped with BWC devices utilise them in 
accordance with the local policy and procedures. 

2. The Security team will be responsible for the personal issue of BWC harness. 

3. Management will randomly review BWC recordings, on a weekly basis, to ensure that the 
equipment is operating properly and that staff are using the devices appropriately and in 
accordance with policy and to identify any areas in which additional training or guidance 
is required. 

4. All BWC and charging stations will be inspected monthly by the Security Team. 

5. Designated staff drawing BWC will ensure that malfunctions of the equipment are properly 
documented and arrangements will be made as soon as practical to replace or affect repairs. 

6. The Use of Force Committee team will review 5% of the month's recordings to ensure that 
the use of the camera was justified, the quality of the recording is sufficient and that it is 
being retained and tagged appropriately. Any footage that raises concerns or records an 
incident that had not been previously identified must be escalated appropriately. 

G. Release and Retention 

1. All requests for release of BWV recordings will be approved by the Head of Security or 
Director / Deputy Director. 

2. All footage will be made available to the Home Office within 24 hours of a request. Centre 
Managers, or any senior manager given the authority to do so, may access surveillance 
camera material where there is a clear and justifiable need to do so. 

3. Footage may be requested by other organisations or departments, for example other 
government departments and agencies; local authorities; police and other law enforcement 
agencies, courts and other judicial bodies, Her Majesty's Inspectorate of Prisons or the 
Prison or Probation Ombudsman. These requests should be sent to the data processor via 
email, including the reason for the request and should be responded to within 48 hours. If 
access is granted, the data should be made available within an additional 72 hours. The 
Home Office should be notified of all such requests. 
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4. If a detainee requests a copy of the data that is being held about them they must apply in 
writing to the Home Office via the Personal Information Charter on the Home Office page of 
GOV.UK (Personal Information Charter). On receipt the Home Office team will discuss the 
request with the HOME Office Delivery Manager and centre supplier. If the Home Office is 
obliged to answer the request the centre supplier (as data processor) must provide the 
information to the Home Office as soon as possible, and at the latest within 30 days, to 
ensure that the Home Office is able to respond to the request within the 40 day time limit as 
set out in the Data Protection Act. 

5. If a centre supplier or the Home Office receives a subject access request (SAR) to 
disclose surveillance images of individuals the footage must be reviewed by the supplier to 
establish whether the identifying features of any of the other individuals in the image 
(whether detainees or staff) need to be obscured. If the Home Office central information 
team agree it is appropriate to disclose the information arrangements will be made by the 
Home Office, in conjunction with the supplier, for ensuring that any third party images are 
obscured, whether undertaken in-house or by another organisation. 

6. All requests for access to data must be formally recorded by the supplier for audit 

purposes. 

7. All BWV recordings related to an incident number must be maintained for a period of 6 
years. All other videos ie CCTV not related to an incident number will be retained for 3 
months less a day. 

8. All BWV recordings are subject to supervisory review for assessment and training 
purposes. Any footage duplicated for training or disciplinary purposes will be documented for 
audit purposes using a specific assigned number. 

9. Where evidence is passed to the Police, the Criminal Procedure and Investigations Act 
(CPIA) 1996 will then govern the management of product and retention. 

H. Deleting Footage 

1. The Device Operators / Evidence Handlers will ensure that when footage is deleted it is 
removed from any computer systems in its entirety and is not moved to a 'recycle bin'. 

2. If the footage has been transferred onto a disc or hard drive this should then be deleted 
from the IT system / destroyed. Once the footage has passed its maximum retention date 
and is no longer needed the footage should then be deleted so hard drive can be re-used. 

3. An audit trail should be available for all historical footage demonstrating the history of the 
data from filming to storage, subsequent access and deletion. 
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ANNEX A - ISSUING AND RETURNING BWC 

G4S Gatwick IRCs 

All BWC will be held in charging docking stations 

units located next to the Traka systems at each site 

Use your personal BWC I/D tag to identify and 

remove the pre-identified camera from the 

charging station. Check the unit is fully operational 

- Report any faults to supervising DCM. 

Secure the camera to your person using harnesses 

provided 
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G4S Gatwick IRCs 

On completing your shift return the camera to the 

charging docking station (Any recorded incidents 

should be reported on an IR) 

When the camera is returned to the charging 

station it will automatically download any data 

captured during the day 

The night DCM will account for all cameras. Any 

cameras missing will be identified and the 

member of staff contacted at home. 
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